Preventing Risk From
Becoming Reality

When it comes to high stakes complex litigation,
Bari Consulting Group provides expert witness and
management consulting services in a variety of matters.

Article by Jonathan Bari

As the economy was poised for a global
melt- down and Federal Reserve Chairman Ben Bernanke worked to fortify the
financial markets in August 2008, Dr.
Bernanke’s attention was also focused on a
more personal financial problem - he and
his wife were the victims of identity theft.1
According to the Identity Theft Resource
Center, “identity theft is a crime in which an
impostor obtains key pieces of personal
identifying information such as Social
Security numbers and driver’s license
numbers and uses them for their own
personal gain.”
Given that broad definition, there is no
“one size fits all” classification for the
varying types of identity theft cases. Each
identity theft case has its own set of
specific facts, variables, parties, actors or
perpetrators and victims. In turn, each
identity theft case has its own set of issues,
ramifications and costs for those involved
including for individuals and companies,
often times its innocent victims.
Unfortunately, any person or corporation
can be a target of identity theft, and the
theft of personally identifiable information
can manifest itself in multiple ways.

Representative Case Studies

For example, the Bernankes became the
victims of identity theft as result of a purse
snatching at Starbucks. Additionally, in
today’s online world, cyber threats including
sophisticated computer attacks and phishing (pronounced “fishing”) schemes are
unfortunately a way too common means
by which identity theft occurs. In 2008, Dr.
Bernanke was just one of the 9.9 million
adult Americans who were the victims of
identity theft, and this represented a 22
percent increase from 2007.2
From a macro perspective, theft of
personal information from computer
systems is one of the fastest growing
crimes in America. Between January 2005
to December 2009, there were more than
342 million records containing sensitive
personal information that have been
involved in security breaches in the United
States.3 When this happens, companies
generally incur great costs to respond to
such incidents including for lawyers, consultants, corrective actions, loss of customers,
and loss of reputation and goodwill. In
2008, the average cost of a data breach
was $202.00 per record compromised,
and this equated to an average total cost
per data breach of $6.6 million.4
To combat this problem and in an effort to
mitigate damages for identity theft victims
and potential victims, forty-five states, the
District of Columbia, Puerto Rico and the
Virgin Islands have enacted legislation
requiring notification of security breaches
involving personal information.” 5
As is often said in the security industry,
“security is a journey, not a destination.” As
such, companies cannot rest on the
presumptive longevity that their previous
and existing privacy and security procedures will be sufficient to ward off future
threats. On a forward-looking basis, firms
must be ever more vigilant in their privacy

Matter: Identity theft
Industry: Financial services, automotive sales & leasing
Engagement: Reviewed technological, management and operational processes
to analyze and assess root cause, and potential responsibility for
various identity theft cases. Reviewed and analyzed relevant documents including Complaints, police reports, depositions, reports,
court filings, and other information. Created detailed timeline on
chain of custody of data and wrote overall expert report.
Resolution: Cases settled
Matter: Identity theft
Industry: Financial services, tax preparation
Engagement: Analyzed management processes, created economic model to
analyze potential damages, prepared expert report which included
settlement recommendations.
Resolution: Case pending

and security policies and processes to
safeguard non-public personally identifiable
information. Preventing risk from becoming reality is the goal, however, all companies should take a proactive stance and
have a detailed contingency plan by which
they will act in the unfortunate event that
the company is a victim of a data breech
which might involve the theft of customer
information.

Matter: Data breech
Industry: Healthcare
Engagement: Utilized process driven analysis which focused on strategic and
tactical issues including technological, managerial, and operational
processes including back end system architecture, system applications and system administrators.
Resolution: Communicated with client base, strengthened system architecture,
resolved the issue

For more information on how Bari
Consulting Group can work with you to
prevent risk from becoming reality,
please contact us at 215.735.1000 or
info@BariConsulting.com.

Matter: Internet fraud (criminal)
Industry: Information technology
Engagement: Tasked with evaluating the Internet services provided by Go
Internet, a now defunct firm, from 1997 to 2004, and how those
services measured against the industry standards during that time
period from a historical perspective.
Resolution: Defendant plead guilty
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Matter: Digital identity & authentication
Industry: Internet infrastructure and security solutions
Engagement: Reviewed strategy and tactics for new initiative to leverage
installed base of customers and users with a new service offering.
Resolution: xxxxxxxxxx
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Expert Witness & Management Consulting Services

High Stakes Complex Litigation - Bari Consulting Group provides expert witness and
management consulting services in a variety of matters including:
Digital Identity
E-Commerce
Identity Theft
Intellectual Property Strategy
Internet
Internet Domain Names & Disputes

Internet Strategies & Web Applications
Marketing
Online Identification & Authentication
Online Privacy & Security
Phishing & Internet Crime
Privacy & Security Audits

Start-ups & Entrepreneurship
Strategic Planning
Technology & Strategy
Tourism & Hospitality
Web Site Design & Development
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Overview
To objectively help the trier of fact understand the issues or determine
disputed facts, Jon Bari can analyze complicated technical issues, synthesize
disparate data points and communicate the story in plain English in both
written reports and oral accounts, often aided by demonstrative exhibits
including economic models.
Qualifications
In preparing Expert Reports, Jon relies upon the knowledge and experience that
he has gained through his collective work including through management,
product and service development, market research, interaction with marketplace
participants, and consulting engagements. Jon’s thought leadership and expertise
in the Internet, identity theft, E-commerce, digital identity, online identification
and authentication, as well as online privacy and security matters have been
honed through his work on various matters including:
• Invented U.S. Patent Number 7,155,739, “Method and system for secure
registration, storage, management and linkage of personal authentication
credentials data over a network.” Sold patent portfolio to VeriSign.
• Invited to testify in front of the United States Senate Judiciary Committee
on online identification and authentication as well as Internet competition
in September 2001.
• Served as Founder, Chairman & CEO of Catavault, a single sign-on security
software firm that eliminated the need for multiple authentication credentials
such as user names, PINs and passwords (Time Warner Cable was its
largest client).
• Served as a member of the Computer & Communications Industry
Association (“CCIA”) and provided expert analysis on online identification
and authentication and digital identity.
• Authored one of the 47 Major Tunney Act comments regarding the United
States v. Microsoft Antitrust Settlement. In total, 34,000 comments were filed,
but less than 0.1% were deemed major.
• Authored Catavault’s Comments to the Federal Trade Commission “In
the Matter of Microsoft Corporation on the Agreement Containing the
Consent Order.”
• Authored various White Papers on the Internet and Digital Identity.
• Analyzed, critiqued and developed economic models for various purposes
including to perform due diligence on business plans and to assess damages
and losses.
• Analyzed and developed patent claims charts with respect to intellectual
property licensing and litigation.
• Received media coverage for his work and/or provided commentary in various
media properties including: ABC Radio Networks, BusinessWeek, CNN
Headline News, FOX News, Los Angeles Times, The New York Times, The
Philadelphia Inquirer, Philadelphia Business Journal, 6ABC (Philadelphia), KYW
Newsradio (Philadelphia), The San Jose Mercury News, The Seattle Times, USA
Today, The Wall Street Journal, etc.
Teaching
Adjunct Professor of Business at Temple University’s Fox School of Business:
Strategic Planning
Education
BA, University of Pennsylvania
MBA, Columbia Business School

Jonathan H. Bari
Areas of Expertise
Jon Bari provides his clients, both
plaintiffs and defendants, with unique
insight and analysis on various subject
matters including:
Digital Identity
E-Commerce
Identity Theft
Intellectual Property Strategy
Internet
Internet Domain Names & Disputes
Internet Strategies &
Web Applications
Marketing
Online Identification & Authentication
Online Privacy & Security
Phishing & Internet Crime
Privacy & Security Audits
Start-ups & Entrepreneurship
Strategic Planning
Technology & Strategy
Tourism & Hospitality
Web Site Design & Development
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